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1 Remote Database

You can create or connect to the SmartPTT Dispatcher database on a remote
computer (remote database).

Before creating or connecting, make sure the remote computer has the following
software installed:

. Microsoft SQL Server,
«  Microsoft SQL Server Configuration Manager,
«  Microsoft SQL Server Management Studio.

You can download this software from http://www.microsoft.com/en-

US/download/details.aspx?id=42299. For installation details, see the corresponding
installation guides.

If both your computer and remote computer has the active firewall, make sure the
following ports are unblocked:

+ TCP port 7433,

. UDP port 71434.

1 Remote Database
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2 Configuring Protocols

To configure Protocols, perform the following actions:
1. Start Microsoft SQL Server Configuration Manager.

2. Expand SQL Server Network Configuration node.

Sgl Server Configuration Manager E@
File Action View Help
== H

‘@ SQL Server Configuration Manager (Local) Ttems

H SQL Server Services E SQL Server Services
. -E zgt ;EF:E' Féitw:;:fjngﬂg;ratm: | _E SQL Server Network Configuration
> 2 ative Llient 1L Configuration 2 5QL Native Client 11.0 Configuration

Figure 1 - SQL Server Network Configuration Node

3. Click Protocols for <Your SQL Server Name>.

Sql Server Configuration Manager E@

File Action View Help
e z|i=H
‘g 5QL Server Configuration Manager (Local) Ttems

Bl sQLServer Services B Protocols for SQLEXPRESS
a _E_ 5QL Server Network Configuration
[ - Protocols for SQLEXPRESS |

» & SQL Native Client 110 Configuration

Figure 2 - Protocols for <Your SQL Server Name>

4. Inthe right pane of the Sql Server Configuration Manager window, right-click
Shared Memory and click Enable.

E Sql Server Configuration Manager E@

File Action View Help
Ll JERERET 7

‘Q 5QL Server Configuration Manager (Local) Protacol Mame Status
E 5QL Server Services g Shared Memory
4 _E 5QL Server Metwork Configuration ¥ Named Pipes Dich

2= Protocols for SQLEXPRESS . -
TCP/IP D Disable
. & SQL Native Client 11.0 Configuration TR =

Enable

Properties

Help

Figure 3 - Enabling Shared Memory
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5. Inthe Warning window, click OK.
Warning @
I.-' Tl Any changes made will be saved: however, they will not take effect until
"W the service is stopped and restarted.
oK
Figure 4 - Warning Window Confirmation
6. Intheright pane of the Sql Server Configuration Manager window, right-click

TCP/IP and then click Enable.

Sql Server Configuration Manager
File Action View Help

o= E=H

‘g 5QL Server Configuration Manager (Local)
E SQL Server Services
Pl _E SQL Server Network Configuration
B Protocols for SQLEXPRESS
y @ SQL Native Client 11.0 Configuration

Protocol Name Status

%~ Shared Memory
W MNamed Pipes

Enabled
Disabled

Disable

Properties

Help

Figure 5 - TCP/IP Enabling

7. Inthe Warning window, click OK.
Warning @
i B Any changes made will be saved: however, they will not take effect until
"W the service is stopped and restarted.
oK
Figure 6 - Warning Window Confirmation
8. Configure Services.

Protocols configuration complete.
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3 Configuring Services

To configure Services, perform the following actions:

1. Inthe left pane of the Sql Server Configuration Manager window, click SQL

Server Services.

Sql Server Configuration Manager
File Action View Help
Ll JNEY

{8 5QL Server Configuration Manager (Local) || ftems

SQL Server Services E SQL Server Services

g " zgt ier:er I'\Cthw:;-l;-Eogflg:ratm: _E_ 5QL Server Metwork Configuration
L= arve Lent 124 Lonfiguration ,%,SQL Mative Client 11.0 Configuration

Figure 7 - SQL Server Services

2. Intheright pane of the Sql Server Configuration Manager window, stop the

following services if they are active:
. SQL Server Services (<Your SQL Server Name>),

. SQL Server Browser.

3. Right-click SQL Server (<Your SQL Server Name>) and then click Properties.

Sql Server Configuration Manager E@
File Action View Help
@2 x| Bz ]
@ SQL Server Configuration Manager (Local) MName State Start Mode Log On As Process 1D Service Type
5 zqt ze""e’ ;E“"CE‘k Cort £ 5L Server (SQLEX PR Other (Boot, Syste..  LocalSystem SQL Server
’ % SSL e o g BoSQL Server Agent (54 1 Other (Boot, Syste..  NTAUTHORITYANE... 0 SQL Agent
- ative Llient 11.0 Lonfiguration B SQL Server Browser Stop Other (Boot, Syste..  NT AUTHORITWLO... 0 SQL Browser
Pause
Resume
Restart
| Properties |
Help

Figure 8 - Properties of SQL Server (<Your SQL Server Name>)
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4. Onthe Service tab of the SQL Server (<Your SQL Server Name>) Properties
window, click Disabled.

i "

SQL Server (SQLEXPRESS) Properties
AlwaysOn High Availability I Startup Parameters | Advanced
Log On | Service | FILESTREAM

H General
m “\Program Files\Microsoft 5L Se
Error Control 1
Exit Code 0
Hast Mame USER-PC
Mame SQL Server [SQLEXPRESS)
Process ID 0
SO Service Type SQL Server
Start Mode Disabled
State Stopped
Binary Path
Path to the executable file for this service,
[ QK ] [ Cancel ] [ Apply ] [ Help

Figure 9 - Start Mode of SQL Server Properties
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5. Inthelist, click Automatic and then click OK.

i "

SQL Server (SQLEXPRESS) Properties [~ 8| [mE3a]
AlwaysOn High Availability I Startup Parameters | Advanced
Log On | Service FILESTREAM

H General
Binary Path “CA\Program Files\Microsoft 5QL Se
Error Control 1
Exit Code 0
Host Mame USER-PC
Mame SQL Server [SCQILEXPRESS)
Process ID 0
SO Service Type SOIL Server
hde Disabled -
[putomatic
Disabled
Fanual
Start Mode
The start mode of this service.
o J[ cancel [ mpply || reb

Figure 10 - Changing Start Mode

6. Click OKto apply changes and close the window.

3 Configuring Services 8



SmartPTT Enterprise 9.1 Dispatcher Remote Database

7. Intheright pane of the Sql Server Configuration Manager window, right-click
SQL Server (<Your SQL Server Name>) and click Start.

E Sql Server Configuration Manager EIIE'

File Action View Help

L AEIIENEN 7 [RORORORC

‘Q SQL Server Configuration Manager (Local) Mame State Start Mode Log On As ProcessID Service Type
B SQL Server Services » D Auto o )
i i Start
> % zgt If'f':_e' “C'?'“’":'lklf]°c”f'9f%”“'°t'_‘ H)50L Server Agent (5 : Other (Boct, Syste..  NT AUTHORITY\NE... 0 SQL Agent
= ative Lhent SLE Lonliguration 1l RisqL Server Browser Biop Other (Boot, Syste..  NT AUTHORITY\LO... 0 SQL Browser
Pause
Resume
Restart
Properties
Help

Figure 11 - SQL Server (<Your SQL Server Name>) Starting

8. Intheright pane of the Sql Server Configuration Manager window, right-click

SQL Server Browser and click Properties.

E Sgl Server Configuration Manager E@

File Action View Help

e | HERBIODE@

@ SQL Server Configuration Manager (Local) Mame State Start Mode Log On As Process ID Service Type
5 :Qt ze""e’ ;E"’"Esk Cort B SQL Server (SQLEXPRESS) Running Automatic LocalSystem 3536 5QL Server
» 4. 5QU Server Network Configuraticn [ 5QL Server Agent (SQLEXPRESS) Stopped Other (Boot, Syste..  NT AUTHORITYAME... 0 5QL Agent

> @ SQL Native Client 11.0 Configuration

J 0! SQL Server Browser Stopped Other (Boot, Syste... NT AUTHORITYALO... 0O SQL Browser

Start

Stop
Pause
Resume

Restart

| Properties |

Help

Figure 12 - Properties of SQL Server Browser
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9. Onthe Service tab of the Sql Server Browser Properties window, click

Disabled.
5QL Server Browser Properties
Service | Advanced
B General
m “CA\Program Files\Microsoft SQL 5e
Error Control 1
Exit Code 0
Host Mame USER-PC
Mame SQL Server Browser
Process ID 0
SQL Service Type SQL Browser
Start Mode Disabled
State Stopped
Binary Path
Path to the executable file for this service,
[ Ok ] [ Cancel ] [ Apply ] [ Help

Figure 13 - Start Mode
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10. In the list, click Automatic and then click OK.

SQL Server Browser Properties el =
Log On | Service | Advanced
H General
Einary Path “ChProgram Files\Microsoft 5QL 5e
Error Control 1
Exit Code 0
Host Mame USER-PC
Mame SO Server Browser
Process ID 0
S0 Service Type SOIL Browser
de Disabled - |
e |
Disabled
hanual
Start Mode
The start mode of this service.
ok || cancel |[ appy || Hep

Figure 14 - Changing Start Mode
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11. In the right pane of the Sql Server Configuration Manager window, right-click
SQL Server Browser and click Start.

Sql Server Configuration Manager E@

File Action View Help

e #|E=HI®

‘@ SQL Server Configuration Manager (Local) Mame State Start Mode Log On As Process ID Service Type
£] SQL Server Services 5 5QL Server (SQLEXPRESS) Running Automatic LocalSystem 3536 S0L Server
g % :gt ;E't“fa’ E?t“":"lklguc”ﬁgff”at‘ut’_‘ ) SQL Server Agent (SQLEXPRESS) Stopped Other (Boot, Syste..  NT AUTHORITYANE... 0 SQL Agent
= atve LAent ST kontiguration || Fe R — [o— Automatic NT AUTHORITW\LO... 0 SQL Browser
Stop
Pause
Resume
Restart
Properties
Help

Figure 15 - Starting SQL Server Browser

12. Close Sql Server Configuration Manager.

Services configuration complete.
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4 Configuring SQL Server

To configure the SQL server, perform the following actions:
1. Run Microsoft SQL Server Management Studio.

2. Inthe Server name field of the Connect to Server window, enter the name of
your SQL server and click Connect.

47 Microsoft SQL Server Management Studio
File Edit View Debug Toels Window Help

P S @] A NewOuey (EREE 4 BB 9 -6 -E-0]E] 1= N | - e
Object Explorer - 1%
Connect~ @) 3 m T 2] .5

[S=E]f=]

- Connect to Server

Microsoft SQL Server 2014

Servertype [ Database Engine

Server name | locahhost\SQLExpress

Authentication [Windows Authertication

USER-PC\Anton

Figure 16 - Entering SQL Server Name

3. Inthe Object Explorer window, right-click the server name and click Properties.

5 Microsoft SQL Server Management Studie ===
File Edit View Debug Tools Window Help
Pl - | vewquey [y R 4 a@| 9 - - @5 s b =) I |- e
Object Explorer - X
Connect~ 3 &) m T (2] b
ST ocalhost\SQLExpress (SQL Server12.04100 - USER-PCWUSER) Connect...
£9 Databases Disconnect
3 Security
[ Server Objects Register...
[ Replication Mew Query
[C3 Management == @ |
Activity Monitor
Start
Stop
Pause
Resume
Restart
Policies
Facets
Start PowerShell
Reports
Refresh

Figure 17 - SQL Server Properties
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4. Inthe Select a page pane of the Server Properties window, click Security.

|j Server Properties - localhost\5QLExpress

Selectapage
2 General
125 Memory
#A Processors
2 Security
27 Lonnections

2 Database Settings
2 Advanced

[ Pemissions

Connechon

Server:
localhost S0 LExpress

Connection:
USER-PCHUSER

3¢ Mew connection properties

Progress
Ready

ﬁ Script - L’j Help

=4 |
Mame
Product
Operating System
Platform
Wersion
Language
Memory
Processors
Root Directory
Server Collation
ls Clustered
|z HADR Enabled

MName
Mame of the server and instance.

(=[O e

USER-PCASOLEXPRESS
Microsoft SQL Server Express
Microsoft Windows NT 6.1 (7601)
NT INTEL X86

12.0.4100.1

English (United States)

3584 MB

1

C:\Program Files"\Microsoft SQL Server'MS5QL12
SQL_Latin1_General_CP1_CI_AS
False

False

#  Changes to server properties and settings may affect the peformance, security, and
availability of this SAL Serverinstance. Before making any such changes, consult the

product documentation.

| ok || Canesl

Figure 18 - Selecting SQL Server Security

4 Configuring SQL Server
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5. Intheright pane of the Server Properties window, click SQL Server and

Windows Authentication mode.

|3 Server Properties - localhost\SQLExpress EI@
Selecta page ! . =
44 General 5 Serpt v [} Help
E"‘ Memary
4 Processors 5 S
_,%;. erver authentication
f Connections @ Windows Authentication mode
% Database Settings
44 pdvanced ) 50L Server and Windows Authentication mode
2 Pemissions

Login auditing

None

@ Failed logins only
Successful logins only

Both failed and successful logins

Server proxy accaount
[7] Enable server proxy account

Connechion PrTTETT

Server:
localhost\ 50 LExpress Options

Connection:

USER-PCIUSER [] Enable C2 audit tracing

2 \iew connection properties

[7] Cross database ownership chaining

Progress
Ready

| ok || Cancl

Figure 19 - SQL Server Authentication Mode
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6. Inthe Select a page pane of the Server Properties window, click Connections.

|5 Server Properties - localhost\SQLExpress

Selecta page
2 General
125 Memory
2 Processors

e
2 Connections
atabase settings

|2 Advanced

[ Pemissions

Connechion

Server:
localhost S0 LExpress

Connection:
USER-PCHUSER

3¢ Mew connection properties

Progress
Ready

;S Script Lj Help

Server authentication

1 Windows Authentication mode
@ S50L Server and Windows Authentication mode

Login auditing
None
@ Failed logins only
Successful logins onhy
Both failed and successful logins

Server proxy account
[7] Enable server proxy account

Options

[7] Enable C2 audt tracing
[7] Cross database ownership chaining

(=[O e

oK

] [ Cancel

Figure 20 - Selecting SQL Server Connections

4 Configuring SQL Server
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7. Intheright pane of the Server Properties window, select Allow remote

connections to this server.

Server Properties - localhost\SQLExpress [=]
d p p

Selecta page ! . 3

44 General <=5 Serpt [ Hep

E}' Memory

%z gmce;;urs Connections

& Secu

1% Connections Mzzdmum number of concument connections (0 = unlimited):

% Database Settings
28 Advanced
2 Pemissions

0 %
|:| Use query govemor to prevent long-unning queries

Default connection options:

[ implicit transactions -
[ cursor close on commit
[ ansi wamings
[7] ansi padding

m

[7] ANSI NULLS
[] arithmetic abort -
Connection Remate server connections
Server: : 3
localhost\SQLExpress I [] Alow remote connections to this server I

Remote query timeout (in seconds, 0 = no timeout):
Connection: <
USER-PCYUSER &00 =

2 \iew connection properties

[7] Require distributed transactions for serverto-server communication

Progress
Ready

@ Configured values ) Running values

oK || Cancl

Figure 21 - Allowing Remote Server Connections
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8. C(lick OK to close the window.

9. Inthe Object Explorer window, right-click the server name and click Restart.

& Microsoft SQL Server Management Studie ===
File Edit View Debug Tools Window Help
=] =) ok E

P01 - (5 e 6| L NewQuery (G i (R i | % o B8] 9 -
Object Explorer T 1x

Connect~ % %) m [ Z] 5
ElTY locolhost\SQLEXPRESS (SQL Server 12.04100 - USER-PCVUSER)

o -d-o |l b

Connect...
[ Databases . .
(3 Security isconne
(3 Server Objects Register...
[ Replication Yoo
4 Management
Activity Monitor
Start
Stop

Pause

Resume

Policies

Facets
Start PowerShell
Reports

Refresh
Properties

Figure 22 - SQL Server Restart

10. Add Windows "™ or SQL Server *' logins to the SQL Server.

Configuration of the SQL Server complete.

4 Configuring SQL Server 18
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5 Adding Windows Login

This topic is alternative to the “Adding SQL Server Login #".

0

To connect to a remote database using the Windows NT Authorization ** mode,

Windows login access should be configured. It is applicable only if remote computer is
in the same domain as your computer.

To add a Windows login to the SQL Server, perform the following actions:

1. In the Object Explorer window, expand <Your Server Name> - Security.

5 Microsoft SQL Server Management Studio = =]

File Edit View Debug Tools Window Help

(S @ A newqey D RDEG A @025 (8] @ |EERE-.

Object Explorer - R x

Connect~ %1 3 m T (2] .5

& [ localhost\SQLExpress (SQL Server 12.0.4100 - USER-PCYUSER)
Databases

[ Replication
3 Management

Figure 23 - Security Node

2. Right-click Logins then click New Login.

& Microsoft SQL Server Management Studie ===
File Edit View Debug Tools Window Help
P S @ ANy RG] S 2B o -6 [E] [ ] I | e
Object Explorer v R x
Connect~ %3 %) m T (2] 5
5 [ localhost\SQLExpress (SQL Server 12.0.4100 - USER-PCYUSER)
(1 Databases
= 3 Security
LJEE New Login...
3 Serv Filter y
[ Creder
(3 Server Obj Start PowerShell
3 Replicatio.  ——————
3 Managem Reports 3
Refresh

Figure 24 - New Login Creation

5 Adding Windows Login 19



SmartPTT Enterprise 9.1 Dispatcher Remote Database

3. Inthe Login name field of the Login window, enter login name.

|3 Login - Mew
Selecta page
2 General

[ Server Foles
12 User Mapping
1 Securables
|25 Status

Connechion

Server:

localhost S0 LExpress

Connection:
USER-PCHUSER

3¢ Mew connection properties

Progress
Ready

NOTE

;s Script Lj Help
Login name: Search...

@ Windows authentication

(7 SQL Server authentication

(7) Mapped to cerfficate
(7} Mapped to asymmetric key
[] Map to Credential

Mapped Credentials Credential Provider
Default database: [master v]
Default language: [ default> - ]

Figure 25 - Entering Login Name

The login name consists of domain name and user name. For example,

“DOMAIN\User”.

5 Adding Windows Login
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4. Inthe Select a page pane of the Login window, click Server Roles.

5 Login- New =
Selecta page i . .
“A General t_s Serpt u Help
User Mapping Login name: DOMAINY Jser Search...
1 Securables . o
A Giate @ Windows authentication
o (7 SQL Server authentication
(7) Mapped to cerfficate
(7} Mapped to asymmetric key
- [] Map to Credential
Server Mapped Credentials Credential Provider
localhost S0 LExpress
Connection:
USER-PCHUSER
3¢ Mew connection properties
Progress
Ready Default database: [master ']
Default language: [ <defautt> ~ ]
ok || Canesl

Figure 26 - Selecting Server Roles

5 Adding Windows Login 1
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5. Intheright pane of the Login window, select sysadmin and click OK.

5 Login- New E=Een
— Sowt - Bre
] Server Roles
44 User Mapping Server role is used to grant server-wide security privileges to a user.
1 Securables
|25 Status
Server roles:
[ bulkadmin
[7] dbcreator
[ diskadmin
[] processadmin
public
[ securtyadmin
[ serveradmin
setupadmin
[|:| sysadmin
Connechion
Server:
localhost S0 LExpress
Connection:
USER-PCHWISER
3¢ Mew connection properties
Progress
Ready

| ok || Canesl

Figure 27 - Sysadmin Security Privelege

6. Close SQL Server Management Studio.

Adding Windows login complete.
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6 Adding SQL Server Login

This topic is alternative to the “Adding Windows Login

19 n

To connect to a remote database using the SQL Server authorization * mode, SQL
login access should be configured. This is a universal method of the remote database
access.

To add a SQL Server login to the SQL Server, perform the following actions:

1. In the Object Explorer window, expand <Your Server Name> - Security.

5 Microsoft SQL Server Management Studio = =]

File Edit View Debug Tools Window Help

(S @ A newqey D RDEG A @025 (8] @ |EERE-.

Object Explorer - R x

Connect~ %1 3 m T (2] .5

& [ localhost\SQLExpress (SQL Server 12.0.4100 - USER-PCYUSER)
Databases

[ Replication
3 Management

Figure 28 - Security Node

2. Right-click Logins and click New Login.

& Microsoft SQL Server Management Studie ===
File Edit View Debug Tools Window Help
P S @ ANy RG] S 2B o -6 [E] [ ] I | e
Object Explorer v R x
Connect~ %3 %) m T (2] 5
5 [ localhost\SQLExpress (SQL Server 12.0.4100 - USER-PCYUSER)
(1 Databases
= 3 Security
LJEE New Login...
3 Serv Filter y
[ Creder
(3 Server Obj Start PowerShell
3 Replicatio.  ——————
3 Managem Reports 3
Refresh

Figure 29 - New Login
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3. Intheright pane of the Login window, enter Login name.

5 Login -New =
Selecta page i . .
A General t_s Serpt u Help
EJ' Server Roles
12 User Mapping Login name: Search...
1 Securables — —
A Giate @ Windows authentication
o (7 SQL Server authentication
(7) Mapped to cerfficate
(7} Mapped to asymmetric key

- [] Map to Credential

Server Mapped Credentials Credential Provider

localhost S0 LExpress

Connection:

USER-PCHUSER

3¢ Mew connection properties
Progress

Ready Default database: [master ']
Default language: [ <defautt> ~ ]
ok || Canesl

Figure 30 - Entering Login Name
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4. Click SQL server authentication.

5 Login -New =
Selecta page ._ P

_’@' General t_s Serpt Lj Help

[ Server Foles

12 User Mapping Login name: User
4 Securables )
|25 Status () Windows authentication

I @ SGL Server authentication I

Password:

Corfirm password:

Erforce password paolicy

Erforce password expiration

User must change password at next login
) Mapped to cerfficate

' Mapped to asymmetric key

Connection ] Map to Credential

Server Mapped Credentials Credential Provider

localhost S0 LExpress

Connection:
USER-PCHUSER

3¢ Mew connection properties

Progress

Ready Default database: [I'I'IElSiEf v]

Defautt language: [ <default> = ]

ok || Canesl

Figure 31 - SQL Server Authentication
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5. Enter and confirm the password.

i BN

Selectapage l . .
Script - Hel
2 General t_s = u P
[ Server Foles
127 User Mapping Login name: User Searc
“A Securables _
E: Status (1 Windows authentication
@ SQL Server authentication
Passward: Il
Corfirm password: T

Erforce password paolicy

Erforce password expiration

User must change password at next login
(7) Mapped to cerfficate

(7} Mapped to asymmetric key

Connechion ] Map to Credential

Server Mapped Credentials Credential Provider

localhost S0 LExpress

Connection:
USER-PCHUSER

3¢ Mew connection properties

Progress

Ready Default database: [I'I'IElSiEf v]

Defautt language: [ <default> = ]

ok || Canesl

Figure 32 - Password Fields
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6. Clear User must change the password at next login to keep user password.

i BN

Selecta page i . s
Script - Hel
2 General t_s = u F
[ Server Foles
4 User Mapping Login name: User Search...
“A Securables _
E;. Status () Windows authentication
@ SQL Server authentication
Passward: Il
Corfirm password: T

Erforce password paolicy
Erforce password expiration
I User must change password at next login

(7) Mapped to cerfficate
(7} Mapped to asymmetric key

Connection ] Map to Credential

Server Mapped Credentials Credential Provider

localhost S0 LExpress

Connection:
USER-PCHUSER

3¢ Mew connection properties

Progress

Ready Default database: [I'I'IElSiEf v]

Defautt language: [ <default> = ]

Figure 33 - Option for Password Keeping
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7. Inthe left Select a page pane of the Login window, click Server Roles.

|3 Login - Mew

Selecta page i . .
Script - Hel
“A General ;S Pt u 2

[ Server Foles

User Mapping Login name: ser Sear
1 Securables

|25 Status () Windows authentication

(=[O e

@ SQL Server authentication
Password: T

Corfirm password: T

Erforce password paolicy
Erforce password expiration

(7) Mapped to cerfficate

(7} Mapped to asymmetric key

T [C] Map to Credential
Server: Mapped Credentials Credential Provider
localhostSQLExpress
Connection:
USER-PCHWISER
Progress
Ready Default database: [I'I'IElSiEf v]
Default language: [ default> - ]

Figure 34 - Selecting Server Roles
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8. Intheright pane of the Login window, select sysadmin and click OK.

5 Login- New E=Een
— Sowt - Bre
] Server Roles
44 User Mapping Server role is used to grant server-wide security privileges to a user.
1 Securables
|25 Status
Server roles:
[ bulkadmin
[7] dbcreator
[ diskadmin
[] processadmin
public
[ securtyadmin
[ serveradmin
setupadmin
[|:| sysadmin
Connechion
Server:
localhost S0 LExpress
Connection:
USER-PCHWISER
3¢ Mew connection properties
Progress
Ready

| ok || Canesl

Figure 35 - Sysadmin Security Privelege

9. Close SQL Management Studio.

Adding SQL Server login complete.
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7 Creating Firewall Rules

You should allow the connection to the following ports of the remote and your
computers:

e port 7433, TCP protocol,
e port 71434, UDP protocol.

The following instruction describes Windows Firewall configuration. If you are using
other firewall software, please refer to the corresponding user guides.

To create Rules for TCP/UDP ports in the Windows Firewall, perform the following
actions:

1.  Open Windows Firewall.

2. Click Advanced Settings.

(] =0 )
@Qv‘ﬁ » Control Panel » All Control Panelltems » Windows Firewall [ 44| [ Search Contral Panet 2|
@

Control Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature

Windows Firewall can help prevent hackers or malicious seftware frem gaining access to your computer
through Windows Firewall

through the Intemnet or a network.

1 Change notification settings How does a firewall help protect my computer?

@) Turn Windows Firewall on or What are network locations?
off
§ ] (et =)
& Restore defaults . a Home or work (private) networks Not Connected (¥
& Ad d setti . \
. a‘ Public networks Connected (&)

Figure 36 - Advanced Settings

3. Enter administrator password if required.
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4. Inthe left pane of the Windows Firewall with Advanced Security window,
select the needed group of rules:

g Windows Firewall with Advanced Security EI\EI

File Action View Help

&= | EHEE

ﬂ LG U STEVETRT G EGIWEL TS Windows Firewall with Advanced Security on Local Computer Actions

B2 Inbound Rules * | Windows Firewall with Advanced Security on Local Compu.., &
&Y Outbound Rules

m Connection Security Rules
> B, Monitoring

ﬂ Windows Firewall with Advanced Security provides network security for Windows compu & Import Policy...

{3 Export Policy...

Figure 37 - Selecting Needed Group of Rules

+  Inbound Rules: Should be created on the remote computer,
«  Outbound Rules: Should be created on your computer.

NOTE
Creating and configuring rules are identical for both Inbound Rules and
Outbound Rules. The following steps are presented for Inbound Rule.

5. Intheright pane of the Windows Firewall with Advanced Security window,
click New Rule...

9 Windows Firewall with Advanced Security EI\EI

File Action View Help

e 2E = HE

@ Windows Firewall with Advance BT pin = Actions

&3 Inbound Rules

A G Profile * || Inbound Rules a
&Y Outbound Rules ame [oup rofile |
a‘l_. Connection Security Rules .BranchCache Content Retrieval (HTTP-In})  BranchCache - Content Retr... Al | &l MewRule..
. B, Monitoring @ BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All S Fiker by Profile
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Figure 38 - Creating New Rule

7 Filter by State

v v v v

7, Refresh
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6. Intheright pane of the New Inbound Rule Wizard or New Outbound Rule
Wizard window (if you create rules on your computer), click Port and then click
Next.

I =

ﬁ Mew Inbound Rule Wizard @

Rule Type
Select the type of firewall rule to create.

Steps:

& Rule Type What type of rule would you like to create?

& Program

@ Action @ Program

@ Profie Rule that controls connections for a program.
@ MName ) Port

Rule that contrals connections fora TCP ar UDP part.

Predefined:
BranchCache - Contert Retrieval (Uses HTTF)

Rule that contrals connections for a Windows experience.

1 Custom
Custom rule.

Leam maore about nle types

< Back Mead = ] I Cancel

Figure 39 - Rule Type
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Click TCP and then click Next.

I

ﬁ Mew Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Dioes this rule apply to TCP or UDP?
& Protocol and Ports

@ Action 1 UppP

@ Profile

@ Mame

Dioes this rule apply to all local ports or specific local ports?

_1 Al local ports

@ Specific local ports:
Example: 80, 443, 5000-5010

Figure 40 - Port Type
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8. Inthe Specific local ports field, enter 7433 and click Next.

I =

9 Mew Inbound Rule Wizard @
Protocol and Poris

Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Dioes this rule apply to TCP or UDP?
# Protocol and Ports @ TCP

@ Action 7) UDP

@ Profile

@ MName

Dioes this rule apply to all local ports or specfic local ports?

1 All local ports

@ Specific local ports: 1433
bample: 80, 443, H000-5010

Leam maore about protocol and ports

| <Back || Ned> || Cancel

Figure 41 - Entering Port Number
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9. C(lick Allow the connection and then click Next.

I

9 Mew Inbound Rule Wizard @
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

# Rule Type What action should be talken when a connection matches the specified conditions?

& Protocol and Ports

. @ Allow the connection
@ Action Thig includes connections that are protected with |IPsec as well as those are not.
@ Profile )
I Allow the connection if it is secure
& Mame

Thig includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

) Block the connection

Leam maore about actions

| <Back || Ned> || Cancel

Figure 42 - Selecting Action
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10. Select the needed profiles according to their description and click Next.

I

9 Mew Inbound Rule Wizard @

Profile
Specify the profiles for which this rule applies.

Steps:

# Rule Type When does this nule apphy?
@ Protocol and Ports
@ Action Domain

Applies when a computer is connected to its corporate domain.

& Profile
@ MName Private
Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

Leam maore about profiles

| <Back || Ned> || Cancel

Figure 43 - Selecting Profile
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11. In the Name field, enter the name of the rule and click Finish.

9 Mew Inbound Rule Wizard @

Name

Specify the name and description of this rule.

Steps:

8 Rule Type

# Protocol and Ports
& Action

» Profile Name:

» MName

Description (optional):

| <Back || Fish || Cancel

Figure 44 - Name Entering

12. Repeat step 6 to step 12 for 7434 port (UDP protocol).

Creation of firewall rules complete.
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8 Connecting Remote Database

To connect to a remote SmartPTT Dispatcher database, perform the following

actions:

1. Ifyou are not started SmartPTT Dispatcher for the first time, click Settings
and then click Database.

2. Inthe Database server name field of the Database window, enter the name of
the remote SQL Server using the following format: <IP address of a remote

computer>\<Name of a remote SQL server>.
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Database
Settings for connection to M5 SQL Server database

— Database server

Database server name | localhost\SQLExpress |

For database server installed locally at SmartPTT Dispatcher PC enter name in the following way:
Mame of Computer\SQLExpress (e.g., MYCOMP\SQLExpress).

Authorization mode [Windaws MT Authorization | - l

Account name | |

Password | |

— Database

To set up a database, connect to the database server.

Create database ] [ Restore database

Current database v

Cancel || Back | Next || Finish

Figure 45 - Local SQL Server Name
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3. Inthe Authorization Mode list, click the needed authorization type and then
click Connect:

Database
Settings for connection to M35 SQL Server database

— Database server

Database server name |192.G.2.m5DLExpress |

For database server installed locally at SmartPTT Dispatcher PC enter name in the following way:
Name of Computer\SQLExpress (e.g., MYCOMP\SQLExpress),

Authorization mode [Windows NT Authorization | - l

Windows NT Authorization
SQL Server Authonzation

Account name

Password

Connect

Database

To set up a database, connect to the database server.

Restore database

. Create database

Current database v

Cancel || Back | MNext | [ Finish |

L™ .

Figure 46 - Authorization Mode
«  Windows NT Authorization: Select to use your Windows login for connecting

to a remote SQL Server from the same domain or if Windows login is added ™.

. SQL Server Authorization: Select to use remote SQL Server login if SQL Server
login is added ?.
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4. If SQL Server Authorization is selected, enter login and password and then

click Connect.

Database

Settings for connection to M5 SQL Server database Q

— Database server

Database server name |192.G.2.m9DLExpress |

For database server installed locally at SmartPTT Dispatcher PC enter name in the following way:
Name of Computer\SQLExpress (e.g., MYCOMP\SQLExpress),

Authorization mode [SQL Server Authorization | - l

Account name | Uzer |

Password | i |
— Database

Current database

To set up a database, connect to the database server.

Create database ‘ [ Restore database

Cancel || Back | Nex || Finish

8 Connecting Remote Database

Figure 47 - Login and Password of SQL Server Login
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5. From the Current database list select the needed remote database.

Database
Settings for connection to M5 SQL Server database

— Database server

Database server name |192.'D.2.'D’19QLExpress |

For database server installed locally at SmartPTT Dispatcher PC enter name in the following way:
MName of Computer\SQLExpress (e.g., MYCOMP\SQLExpress).

Authonization mode [SQL Server Authorization | v ]
Account name | Uzer |
paSSWOrd ke |

— Database

Connection to the database server i1s established.

s

. Create database ] [ Restore database

Current database v

| Cancel | [ Back [ Next || Finish

Figure 48 - Selecting Remote Database

6. Click Finish to connect to the database.
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7. If the Warning window appears, click OK and restart the SmartPTT Dispatcher.

Woring B

{ -\ The database settings were changed. Restart the
0 application to apply the new settings.

0K

Figure 49 - Warning Window

Connection to the remote SmartPTT Dispatcher database complete.
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